Abstract-Disruptive technologies have the potential to change markets dramatically. The switch from internal combustion engines to electrical engines is such a change. But electric engines for vehicles are only the catalyst for the real change. Most significantly, the architecture and role of information and communication technology (ICT) will change for the vehicle of the future. This paper discusses the results of a study conducted in Germany on the role of ICT architectures. Furthermore, it will present an experimental platform that implements the vision of this study.
I. INTRODUCTION
Information and communication technology (ICT), in the form of electrics, electronics, and software in vehicles, is already essential for the competitiveness in the automotive industry. Its most notable effects are the improvement of driving performance and comfort, and the enhancement of both passive and active safety. But the effects go further in the case of electric vehicles: ICT becomes the backbone of all relevant functions. For that reason, architectures and technologies for vehicle ICT cannot be viewed merely as a frame for gradual evolutionary innovations as before. This approach would result in a rise of complexity, which becomes too hard to manage. Instead, the ICT architectures must be revised so farsightedly that they can perform their indispensable role in future cars. The disruptive technology change currently taking place might be the chance for such a revision, but the need for a new ICT architecture is already apparent.
This paper discusses the results of a study [1] conducted in Germany 1 . The goal of the study was to investigate the potential changes of the ICT architectures induced by the shift to electric vehicles. It is based on 240 interviews worldwide with experts from all relevant fields including original equipment manufacturers (OEMs), original equipment suppliers (OESes), politics, and consumer organizations. In addition, desk research was used to analyze the state-of-theart in industry and research both regarding architectures and technologies.
This work is supported by the German Ministry of Economics and Technology with grants Nr. 01ME12009 and Nr. 01ME10003. 1 The whole report is available in German at www.fortiss.org/ikt2030
Section II summarizes the ICT architecture in today's vehicles. Based on the societal and technological trends described in Section III, the corner stones of future ICT architectures are discussed in Section IV. We suggested to build evaluation prototypes which implement such an architecture. Section V presents the first version of this architecture. The paper is summarized by a conclusion and a description of future work in Section VI.
II. ICT ARCHITECTURE IN TODAY'S VEHICLES
Over the past 30 years, ICT -in the form of vehicle on-board electronics together with the associated software -has made significant innovations in the automotive domain possible: from the anti-lock braking system in 1978, over electronic stability control in 1995 to the emergency brake assist in 2010. According to current estimations, ICT contributes 30 to 40% to the total value added in automotive construction. At the same time, ICT architecture has also become more complex: because of the technologies employed, in terms of the functions performed, and in regard to the supply chain. ICT and especially its software, has expanded significantly, from about 100 lines of code (LOC) in the 1970s to as much as ten millions LOC [2] . Software is now one of the major driving factors behind the automotive innovations. Today, 80% of innovations in cars are a direct product of the technology transfer from the domain of computer systems [3] .
Nevertheless, the use of ICT lags well behind the technical possibilities. Safety is achieved mainly by passive safety measures. Proactive safety functions (such as emergency brake assist) that make heavy demands on ICT are treated with great wariness. One reason is the complexity that is introduced by these functions, as they are highly interconnected. More advanced driver assistance systems which integrate and fuse a large amount of sensor data require access to sensors, actuators, and the human machine interface (HMI). In other areas that offer great potential to help products stand apart from the crowd, such as infotainment or telematics, ICT architecture in cars has not been keeping pace with developments in other sectors. Holistic approaches for handling all the major activities inside the vehicle are held back by the legacy concepts. This results in vehicles which are already outdated in the moment of purchase. For example, between design freeze and start of production of a car, several cell phone generations pass [1] .
The major reason for the slow progress is the evolutionary development of architecture, avoiding dramatic changes for as long as possible. This approach gave rise to immense complexity of system interconnect which is getting harder to handle. Today, German premium vehicles have 70 to 100 electrical control units (ECUs) [3] . They are networked by a way of a highly complex wiring harness using multiple bus systems, for example, for the engine chamber, chassis, passenger compartment and infotainment, as well as different communication technologies, including LIN, CAN, FlexRay, and MOST. The result is that in today's vehicles this complex ICT architecture increasingly becomes a barrier to innovation. Due to the high complexity of the network and the fragmented development process with plenty of Tier-One-Suppliers, the current ICT structure becomes a likely source of faults leading to an increase of warranty costs. McKinsey estimates that OEMs could achieve 15 to 20% more earnings before interest and taxes (EBIT) if no warranty costs would be incurred by software faults [4] .
III. SOCIETAL AND TECHNOLOGICAL TRENDS
One of the results of the study is that several complex functions must be integrated in the vehicle until 2030 due to societal trends. In the following the main societal trends are discussed and examples for relevant functions are given: 1) Energy and Cost Efficiency: ICT can help to reduce the required energy per kilometer by two main factors. Firstly, it can implement functions in software previously realized mechanically or in the form of discrete hardware units to reduce the weight of the car (e.g., steer or brakeby-wire). Secondly, intelligent predictive management functions can reduce the energy consumption. 2) Zero Accidents [5] : By implementing pro-active safety functions, ICT can help to reduce the number of accidents. Future vehicles must be able to perceive and interpret their environment in order to act (semi-) autonomously in dangerous situations 2 . This trend is strengthened by the aging society. 3) Seamless Connectivity: Future passengers will demand for seamless connectivity including the state-of-the-art in infotainment. It must be possible to update the vehicle frequently to keep track with the advances in multimedia and infotainment technology. 4) Personalization: The consumers will want to retain a certain level of personalization in spite of the growing car-sharing initiatives. One approach would be transferring secondary vehicle functions to a personal mobility device. This goes in line with the aforementioned demand for seamless connectivity. To implement the demands that arise by the societal trends, the following challenges have to be considered: 1) Function Amount: The amount of functions in a car tends to grow from generation to generation. This leads to an increase of complexity and additional requirements of hardware resources. 2) Communication Demand: With an increasing performance of the individual functions and a stronger mutual dependency, the amount of logical connections and exchanged data increases. While automotive functions used to be separated from each other, the future car will have strongly interwoven systems in order to enable the realization of highly-sophisticated functions. Especially advanced driver assistance systems need the state of different sensors in order to build an usable abstraction of the environment. Furthermore, the increasing quality of media processed in the infotainment systems contributes to the rising data exchange. 3) Functional Segmentation: The classic segmentation of the functions into the domains like chassis, infotainment etc. does not reflect the flow of processing anymore. As a consequence, the integration of new domain-crossing functions is complex and cost-intensive. Those crosslinks increase the probability of design mistakes and thus push the costs for testing enormously. 4) Adaptability and Flexibility: To achieve the goal of higher personalization, the car has to be adaptable to the driver's needs. This does not only include the customization of the HMI, but goes far beyond. In the future, customers will not accept vehicles that are not equipped with the latest safety functions. Hence, new functions, but also sensors must be integrated into the vehicle easily. 5) Security: New communication channels always open the door for intruders. As the future electric vehicle will exchange data with other cars as well as keep a connection to the Internet, special consideration has to be taken in order to eliminate the risk of unauthorized access to the vehicle subsystems. Fig. 1 . Evolution of complexity in ICT architectures providing standardized and high-level interfaces, the complexity can be mitigated. Relevant approaches can be taken from the avionics, robotics, and PC industry domain.
3) Virtualization: The complete underlying ICT platform is further virtualized in the form of middleware. This abstraction layer takes the responsibility for the realization of non-functional requirements, such as faulttolerance. Using this approach, functions can be distributed even outside the vehicle. The reasons could be insufficient processing power and increase in energy efficiency, amongst others. The automotive industry is already thinking in this directions, as the effort regarding AUTOSAR [6] shows. However, the middleware must provide much more functionality than the functionality that is already today included in AUTOSAR. Details on possible functionality provided by the middleware are given in the next section.
IV. FUTURE ICT ARCHITECTURE
In the evolutionary development of vehicle architectures, shown in figure 1 , there is an evident trend for architectures to become more complex than required for the according gain in functionality. This phenomenon of evolutionarily grown systems was already described by Brooks in 1987 [7] . The results are larger integration costs and a decreasing innovation curve. Only a substantial revision of the architecture and a technology leap can bring the actual complexity down to the necessary complexity. In substance, the level of abstraction at which new functions are integrated must rise. For that purpose, part of the platform must be virtualized. This platform will become a standard component -a commodity -and the complexity and price of that platform will shrink. This process has already been observed in the automotive industry in the past. To reduce emissions and improve comfort in the 1980s, a wider usage of microcontrollers became necessary. Because it was almost impossible to cable all these electronic modules together, complexity relatively quickly became a big problem. A solution came in form of communication busses like the CAN bus. CAN virtualized the physical connection -in this case, the cable. It thus became significantly easier to introduce new functions, because integration no longer had to be done by changing the wiring, but by integrating at signal level.
Today's ICT architecture again faces similar problems, but this time because of the large number of ECUs. The required integration and testing effort to exclude undesired interactions of features or functions is growing enormously. The study therefore suggests the following main design principles for future ICT architectures, which are influenced by [8] . The design principles are grouped by their relation to hardware and software.
For the hardware the study suggests the following design principles: 1) Centralized Computer Architecture: Future ICT architectures should be based on centralized and scalable computing units, which execute all hardware-independent functions. Scalable hardware solutions are desired to enable the usage of standardized components for all types of vehicles produced by a company. Such a standardized hardware reduces costs for maintainability and unit costs due to large-scale production. The study assumes that the individual modules will be high-performance multicore systems. 2) Highly-integrated Mechatronic Components: Sensors and actuators will become smart components that communicate over standardized data interfaces with the centralized computers. The components will already provide internal functions to preprocess the raw sensor data. However in contrast to today's approaches, the preprocessing will be reconfigurable so that the component can adapt to new system requirements. The integration on the mechanical level is reduced to connecting to the communication backbone and to the power supply network. The real integration takes place at the software level.
3) Standardized Communication Backbone: All interviewed experts assumed that in the future a real-time Ethernet backbone will replace current communication buses. It is important to note that additional local communication protocols might be used for the interaction with sensor or actuator components. However, due to abstraction, these protocols do not have to be taken into account at system level. In addition, the study suggests the following software design principles:
1) Consideration of Extra-functional Properties: Operating system and middleware technology also needs to take the extra-functional properties into account. In contrast to standards like AUTOSAR [6] , that focus predominantly on the functional integration 5 , the future middleware technology must support guarantees with respect to extra-functional properties such as timing, fault tolerance, and security. By providing basic functionality regarding these aspects, the developers can focus on the application-specific requirements. This leads to a significantly reduced complexity of the development process.
2) Plug&Play Capabilities: New functions, sensors, actuators, and other components can be easily integrated in the vehicle if the platform supports Plug&Play. At the hardware level, standardized plugs and sockets are needed to allow an easy integration of new components. At the software level, protocols must be defined to support the detection of new components and the exchange of all information required to integrate a component into the system. The current ICT architecture requires a manual reconfiguration of the whole system and especially the communication flow after the addition of components. Future Plug&Play concepts will enable changing and adding of components with minimal human intervention. The Plug&Play concept will allow customers to change and personalize the vehicle. Furthermore, these changes will not be limited to changes of the infotainment domain, but of all other domains as well. 3) Resource Awareness: A Plug&Play mechanism needs information about assigned and available resources to be fully functional. A dedicated component should manage resources to execute safety critical and non-safety critical functions without interference and to satisfy the extra-functional properties of the individual components. It should also change the resource assignments to enable the integration of new components. Therefore, all resource requirements of the components must be known at run-time. Based on this knowledge, the configuration can be adapted if the application has changed. Reconfiguration can be triggered by the addition or removal of application components, the addition or removal of resources or component failures. In addition, this mechanism can be used to improve the distribution of work load. 4) Abstraction of Communication Infrastructure: In current ICT architectures, every communicating component has to know what kind of infrastructure is used in order to fulfill timing or quality-of-service (QoS) requirements.
To decrease the engineering complexity in the future, the communication infrastructure must be abstracted. Instead, a suitable interface must be provided that allows the specification of QoS requirements for a specific communication. 5) Energy Management: The cruising range of modern electric vehicles is hampered by the energy requirements of rapid acceleration and the usage of comfort systems. Current state of energy storage technology requires a prudent approach in order to provide acceptable levels of mobility and driver satisfaction. Therefore, the platform must provide functionality for a basic energy management. The according software modules monitor and coordinate the needs and transformation of energy as well as the adequate configuration for each component. It is also necessary to properly react to overloads as well as insufficient energy levels. Further, predictive functions for energy management can be implemented at the application layer. 6) Sensor Fusion: Input given by a variety of potentially faulty sensors has to be combined to generate complex data like the vehicle status. Multiple sensor flows can be combined to yield additional data, reduce the strain on the processing part of the system or increase data quality. Another important task is to distribute the generated data to relevant functional components. Generic functions for sensor fusion must be provided by the software infrastructure. 7) Functional Safety: The ICT platform must provide basic functionality for fault recognition and fault tolerance, such as redundancy management and the control of fault propagation. The main concept is the support of applications with mixed criticality via spatial and temporal partitioning of processes. 8) Security: In order to protect internal vehicle data and individual services, security mechanisms have to be implemented at the platform level. This comprises mechanisms for authentication, authorization, key management and access policies. The platform might, for example, refuse the access of a third party application to GPS data in order to prevent tracking and recording the movement of the vehicle.
The above mentioned architecture is of course very visionary. However, already today one can see a trend in this direction. As figure 2 shows, ICT architectures could thus develop in three steps. In the first step, which is already happening today, ICT modules are integrated and encapsulated at a high level.
In the second step, the ICT architecture could be reorganized with respect to all functions relevant to the vehicle. And finally, a middleware that integrates both the functions relevant to driving and the non-safety-critical functions for comfort and entertainment would make it possible to customize vehicles for their drivers by way of third-party software. 
V. PROTOTYPICAL IMPLEMENTATION OF SUGGESTED ICT ARCHITECTURE
Based on the results of the study, we have built an experimental platform to implement the suggested ICT architecture. Figure 3 shows the eCar evaluation platform, videos are available online 6 . The most challenging hardware setup has been chosen to show the capabilities of future ICT architectures: an electric car with four independently controllable driving/steering units interconnected by a modified Ethernet-based network. The driving and steering actuators are combined to eCorners following a concept developed by Siemens VDO [9] . The eCar is composed of four such eCorner modules with a weight of around 50 kg each. As the eCar does not have any mechanical brakes, braking is realized via in-wheel driving motors. Recuperation is used to regain a part of the kinetic energy during deceleration. No mechanical axles are used for the synchronization of the modules. Instead, the whole control is based on a distributed X-by-wire system. No mechanical fallback solutions are integrated in this vehicle, so that the whole reliability and safety has to be ensured by software. 
A. Electromechanical Setup
The complete drive power of the eCar is 8 kW. Each of the in-wheel engines has 2 kW and a maximum torque of 160 Nm. As presented in figure 4 ., the energy is provided by four lead-acid batteries. The batteries are used to supply 48 V for the in-wheel driving motors, 24 V for the steering actuators and 48 V, 24 V, 12 V, and 5 V for the ECUs. 12 V and 5 V are provided via down-step DC/DC converters. The eCar is controlled with a sidestick connected to the HMI unit. The current state of the evaluation platform is presented on a 10-inch touchscreen, which can also be used as an input device, i.e., to change between different driving modes. The outline of the eCar is approximately 2.25 x 1.25 x 1.75 m (L x W x H) and its weight is about 600 kg. The eCar is constructed to carry one passenger up to a maximum speed of 50 km/h. Due to the fact that all eCorner modules can be controlled independently, it is possible to realize different driving modes:
• Normal Mode: conventional two-wheel steering of the front wheels, of the back wheels, or four-wheel steering • Vector Mode: all four wheels rotate while being parallel to each other The modular and open construction of the evaluation platform makes it possible to easily attach or detach sensors and ECUs as needed. In addition, different network topologies can be integrated into the eCar. Hence, it is suitable for the evaluation of different ICT architectures.
B. ICT Architecture
The current version of the eCar accepts driver's input via a sidestick and touchscreen. The architecture is shown in figure  5 . It consists of distributed, heterogeneous, and interconnected hardware components. The basic components are Stellaris LM3S8962 Evaluation Kit boards with an ARM Cortex M3 Two controllers, one at the rear and one at the front axle, are used to implement the smart sensor/actuator layer with respect to the eCorners. Since no power electronics with Ethernet interface were available, a CAN bus is used to control the individual actuators. The strategy layer is implemented on an additional Stellaris controller. A fourth controller based on an Intel Atom Dual Core CPU is used to implement the smart sensor and actuator layer with respect to the HMI. The experimental platform is currently able to successfully execute the driver input. The driver can select between fourwheel steering, vector, parking, turn on place, hand brake and emergency brake mode. According to the selected drive mode, the user input is handled in different ways. For example, the mode turn on place only reacts to side movements of the sidestick and translates them into the related direction and speed of the rotation.
C. Software Architecture
Although the hardware setup is distributed, the software architecture shown in 6 follows the proposed centralized approach. We distinguish a strategy level, implemented on the central controller, and a smart actuator or sensor level, represented by the front controller, rear controller, and the HMI unit.
The front and rear axle can each be seen as a smart sensor/actuator consisting of two eCorners and an axle controller. These axle controllers receive abstract commands from the 7 http://www.freertos.org/ central control unit and are responsible on their own for a correct execution of the received commands. For that purpose, local control loops are implemented on the axle controllers guaranteeing a fast response time. Abstract status and fault reports are sent back to the central control unit in order to allow an observation and adaption of the strategy in the case of faults.
The HMI unit is treated as a smart component in our prototype. It is responsible for a correct measurement of the user input including data filtering and checking and for displaying the state of the vehicle. Independent of the selected driving mode, the state of the sidestick is sent to the central controller for further processing. As the input of the sidestick is not interpreted in connection to the eCar state, it is easily possible to exchange the whole HMI system with a more advanced component, that is for capturing the driver's wish of motion.
Finally, the strategy level is implemented on the central controller. It is responsible for the mapping between the sidestick input and the state of the eCorners. It also interprets the feedback sent from the axle controllers and reacts on faulty system states. It is very noticeable that the driving functionality can be easily adapted by only changing the software running on the central controller, the sensor/actuator layer does not have to be altered in that case.
VI. CONCLUSION
Electromobility will make information and communication technology (ICT) in vehicles much more important. This will have far-reaching effects on the automotive industry. This paper discussed the potential development of the ICT architecture with respect to the predicted shift towards electric vehicles. In current vehicles, the complex ICT architecture is increasingly becoming a barrier for innovations. It is obvious that complex functions can only be implemented with reasonable costs in the future if the architecture is revised drastically. A revised architecture might also lead to faster development times and drastic cost reductions for today's functionality. Development times and costs are reduced due to the usage of standardized platforms and reuse of existing components. In the context of the rise of electric vehicles, there exists the danger that a new market player will introduce such an architecture due to the lower barriers to entry. Current OEMs with the associated supply chains might be reluctant to adapt, which might result in large market losses in the long term.
The paper also discussed the main characteristics of a new architecture based on the outcomes of a study taking into account 240 interviews world-wide. This architecture will consist of centralized scalable computer units, a unified communication backbone, smart sensors, and smart actuators.
A prototype was developed in order to evaluate the suggested concepts. Due to its four individually controllable wheels, the prototype poses interesting challenges on the ICT architecture. The current setup demonstrates not only that these challenges can be met, but also that all the necessary functionality can easily be built upon a centralized architecture.
In the future, the main focus of our research will be on the middleware. The goal is to develop an open source middleware as a prototypical implementation for future usage in the automotive domain. This middleware should provide the following mechanisms:
1) Built-in Mechanisms for Fault-tolerance: The middleware should support the execution of application components with different criticality levels (mixed criticality) on centralized controllers. Furthermore, built in mechanisms which make use of redundancy in order to achieve fault-tolerance for highly critical functions should be provided. 2) Support of Plug&Play: Future automotive ICT architectures must support easy addition and update of software and hardware components. Therefore, we will implement mechanisms in the middleware to easily integrate these components without compromising the safety and security of the system. Key concepts are standardized hardware and software interfaces and the definition of service discovery mechanisms based on a data-centric communication approach. 3) Automotive-specific Functions: The middleware should also provide functions that are not included in existing middleware technologies today, but are located at the application level. Examples are basic energy management or data fusion mechanisms. Furthermore, we will implement demanding high-level applications to demonstrate the ability of the ICT architecture to satisfy the future requirements. Autonomous driving and highly integrated energy management are examples for such complex functionalities with high demands on the underlying architecture.
